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1) Quick company snapshot 

L3Harris Technologies is a U.S. defense and aerospace company that produces 
communications systems, avionics, sensors, electronic warfare systems, and high-
assurance cybersecurity/cryptography products for government and industrial customers. 
Their offerings emphasize high-assurance, standards-validated cryptographic modules, 
application-specific integrated circuits (ASICs) for crypto, and resilient communications 
for contested environments. L3Harris® Fast. Forward.+1 

 

2) Core capabilities that matter to cryptocurrency 

High-assurance cryptographic hardware and modules 

L3Harris designs and ships multiple high-assurance cryptographic products — 
programmable crypto ASICs and crypto processors intended for mission-critical systems 
(examples: Sierra™ II, unityCP®, SureCORE). These devices are built to FIPS/NIST and 
NSA/INFOSEC requirements and are marketed for embedding in radios, sensors, ISR 
(intelligence, surveillance, reconnaissance) systems, and other defense platforms. Such 
hardware provides tamper resistance, secure key storage, and high throughput encryption. 
L3Harris® Fast. Forward.+2L3Harris® Fast. Forward.+2 

Cryptography modernization & post-quantum planning 

L3Harris publicly discusses cryptography modernization and planning for quantum threats 
(how to modernize cryptographic systems while preserving performance). For institutions 
that rely on public-key cryptography (like cryptocurrency systems), this work is relevant to 
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how hardware and infrastructure will need to migrate toward post-quantum or hybrid 
signing/transport schemes. L3Harris® Fast. Forward. 

Secure elements, validated encryption units, and acceleration 

Products such as AES/GCM units (NIST-validated) and high-performance crypto engines 
are designed for encrypting high volumes of data and securing keys. These are the kinds of 
components that — in principle — could be repurposed or integrated into secure custody 
solutions, hardware security modules (HSMs), or enterprise-grade wallet infrastructure 
(though L3Harris primarily sells to government/defense customers). L3Harris® Fast. 
Forward.+1 

Cyber operations, offensive/defensive tooling, and intelligence tech 

L3Harris has subdivisions that operate in cyber tools, intelligence support, and 
surveillance (for example Trenchant was a unit noted in reporting). Those capabilities 
include software and tools used by government partners for cyber operations, vulnerability 
research, and high-end intrusion/exploitation tooling. Advanced cyber tooling and 
offensive capabilities have indirect implications for cryptocurrency — notably in how 
vulnerabilities are found and exploited, and in how criminal actors may monetize exploits 
(including via cryptocurrencies). WIRED+1 

 

3) Direct vs. indirect relationships with the 
cryptocurrency industry 

Direct commercial ties — limited / niche 

• L3Harris is not a cryptocurrency company. They do not produce retail hardware 
wallets, public blockchain services, or consumer crypto products. Their market is 
government, defense, and industrial customers. That means their direct product-to-
crypto market penetration is limited. L3Harris® Fast. Forward. 

Indirect, high-impact technical and market influences 

Several non-commercial but highly relevant pathways connect L3Harris capabilities to the 
crypto world: 
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1. Hardware and secure key storage design principles — L3Harris’s secure ASICs 
and crypto processors embody engineering patterns (tamper resistance, secure 
boot, isolated key stores) that are directly relevant to secure custody design for 
institutional crypto custody providers and HSM vendors. Organizations building or 
certifying custody solutions often study and borrow from defense-grade 
approaches. L3Harris® Fast. Forward.+1 

2. Cryptography modernization & PQ migration — because L3Harris participates in 
discussions and development around quantum-resistant cryptography for mission-
critical systems, their research and product planning have informational value for 
cryptocurrency protocol designers and custodians preparing for post-quantum 
transitions. L3Harris® Fast. Forward. 

3. Cyber capabilities and threat landscape — L3Harris builds tools and systems for 
cyber operations and defense. Those tools, and the tradecraft of vulnerability 
discovery, influence the broader cyber-ecosystem. Notably, criminal markets 
sometimes monetize zero-day exploits in cryptocurrency; conversely, government 
cyber-defense and forensics tools support tracing and disruption of illicit crypto 
flows. The dual nature of powerful cyber capabilities creates both defensive 
benefits and potential risks. WIRED+1 

4. Standards and procurement ripple effects — when a major defense supplier 
builds NIST/FIPS-validated modules, that raises the bar for validation expectations 
across sectors. Exchanges, custodians, and enterprise blockchain deployments 
that must meet regulatory/compliance audits look to validated cryptographic 
building blocks when certifying systems. L3Harris® Fast. Forward. 

 

4) Case study / notable event with crypto relevance 

Legal/insider-threat incident (2025 reporting): press reporting in late 2025 detailed a 
former Trenchant (an L3Harris subdivision) executive who admitted to stealing and selling 
zero-day exploits to a Russian buyer and receiving payments in cryptocurrency. The 
episode illustrates two things of direct relevance to crypto: 

• How powerful cyber exploits can be monetized using cryptocurrency, and 
• The insider-risk and supply-chain vulnerabilities faced by companies holding 

offensive or high-value cyber tools. 
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This case is important context for crypto firms (and for regulators): cryptocurrencies are 
commonly used as a settlement mechanism in illicit exploit markets, and suppliers of 
cyber capabilities must maintain exceptionally strict insider controls. (Reporting on the 
case appears in TechCrunch, Wired, and other outlets.) TechCrunch+1 

 

5) Risks and ethical considerations for the crypto 
industry 

Risks 

• Insider theft & exploit resale — as the Trenchant case highlights, attackers (or 
corrupt insiders) can exfiltrate tools or data and sell them for crypto, increasing 
criminal risk to infrastructure providers. Crypto firms must implement robust 
insider threat programs. TechCrunch 

• Supply-chain trust for secure elements — using third-party secure hardware 
requires due diligence; hardware intended for defense may not be vendor-agnostic 
for commercial use and may introduce supply-chain, export, or compliance 
constraints. L3Harris® Fast. Forward. 

• Misuse of cyber capabilities — advanced offensive cyber tools can be repurposed 
to target custodial infrastructure, exchanges, or key management systems. Crypto 
firms must assume sophisticated adversaries. WIRED 

Ethical considerations 

• Dual-use research — L3Harris’s work often straddles defensive and offensive 
applications. The crypto community — particularly custodial and exchange 
operators — should be aware of dual-use risks (where defensive research can be 
repurposed). 

• Privacy vs. forensics — government cyber tools often support traceability of crypto 
flows (valuable for law enforcement), which raises policy debates about 
surveillance, privacy, and due process when applied to public blockchain analysis. 
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6) Practical advice for cryptocurrency organizations 

1. Borrow defense-grade practices for custody — adopt principles like hardware 
root-of-trust, tamper detection, and separated signing environments when 
designing custodial HSMs or multi-party computation (MPC) key systems. L3Harris 
product literature is a useful reference for these engineering patterns. L3Harris® 
Fast. Forward.+1 

2. Harden insider-threat controls — background checks, strict privileged-access 
management, segmented development/test environments, and monitoring are 
essential — especially for teams handling exploits, sensitive keys, or vulnerability 
research. The Trenchant reporting shows the severe consequences when these 
controls fail. TechCrunch 

3. Plan for post-quantum transition — track vendors’ cryptography modernization 
roadmaps and test hybrid PQC/classical schemes in staging; prefer vendors who 
publish plans for post-quantum migration. L3Harris has public material discussing 
cryptographic modernization. L3Harris® Fast. Forward. 

4. Engage with validated crypto components — where compliance or auditability is 
required, prefer NIST/FIPS validated crypto modules or hardware whose security 
properties are documented and certified. L3Harris® Fast. Forward. 

5. Monitor cyber threat intel — use OSINT and commercial threat feeds; advanced 
cyber research (some from defense contractors) often foreshadows new attacker 
capabilities relevant to custody and exchange infrastructure. WIRED+1 

 

7) Limitations & final notes 

• L3Harris is not a crypto-first company. Its primary customers are government and 
defense; therefore, its product roadmaps and compliance focus are driven by 
national security needs rather than consumer crypto markets. Expect their 
documentation and certifications to reflect those priorities. L3Harris® Fast. 
Forward. 

• Public reporting is the main source for crypto connections. Most intersections 
between L3Harris and crypto are through technical relevance (secure hardware, 
cryptography, cyber tools) or via criminal markets using cryptocurrency as a 
payment medium — not through mainstream commercial partnerships with public 
blockchains. 
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8) Recommended sources (selected reading) 

• L3Harris product pages — Sierra™ II Programmable Cryptographic ASIC, 
unityCP® ASIC, SureCORE datasheet. L3Harris® Fast. Forward.+2L3Harris® Fast. 
Forward.+2 

• L3Harris editorial on cryptography modernization (Oct 7, 2024). L3Harris® Fast. 
Forward. 

• News reporting on the 2025 Trenchant/executive case (TechCrunch, Wired — 
reporting on sale of exploits and cryptocurrency payments). TechCrunch+1 

 

9) Conclusion — why this matters to crypto stakeholders 

L3Harris is an influential supplier of high-assurance cryptographic hardware and cyber 
capabilities. While they do not operate in the consumer crypto market, their engineering 
practices, validated cryptographic modules, and research into cryptography 
modernization are highly relevant to how institutional custody and secure key 
management should be engineered. At the same time, high-end cyber tooling and 
associated insider-risk events (and the fact that exploit markets often transact in 
cryptocurrency) create important security and policy considerations for the crypto 
industry. 
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L3Harris Technologies — Citation  

Company Background 

1. L3Harris Technologies — About Us. 
 L3Harris Technologies, Official Website. 
 https://www.l3harris.com 

2. “L3Harris Technologies, Inc.” 
 U.S. Securities and Exchange Commission (SEC) Company Filings. 
 https://www.sec.gov 

 

Cryptographic Hardware & Secure 
Communications 

3. Sierra™ II Programmable Cryptographic ASIC — Product Overview. 
 L3Harris Technologies. 
 (Datasheet available via L3Harris secure product catalog.) 

4. unityCP® Cryptographic Processor — Product Brochure. 
 L3Harris Technologies. 

5. SureCORE™ High-Assurance Crypto Module — Technical Summary. 
 L3Harris Technologies. 

6. “NIST Cryptographic Module Validation Program (CMVP).” 
 National Institute of Standards and Technology. 
 https://csrc.nist.gov/projects/cryptographic-module-validation-program 
 (L3Harris cryptographic modules appear in CMVP certification listings.) 
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Cryptography Modernization & Quantum 
Considerations 

7. “Cryptographic Modernization: Securing Data in a Quantum Future.” 
 L3Harris Technologies Editorial, 2024. 
 Available via L3Harris Insights/Newsroom. 

8. National Security Agency (NSA). “Commercial National Security Algorithm Suite 
2.0 (CNSA 2.0).” 
 https://www.nsa.gov 
 (Referenced by defense contractors including L3Harris for crypto modernization 
alignment.) 

 

Cybersecurity, Offensive/Defensive 
Capabilities & Intelligence Tech 

9. L3Harris Cybersecurity Solutions Portfolio. 
 L3Harris Technologies. 
 https://www.l3harris.com (Cyber Solutions section) 

10. MITRE Corporation. “Using PRE-ATT&CK for Proactive Threat Hunting.” 
 MITRE, 2018. 
 Widely used framework referenced in high-end cyber and intelligence work. 

11. U.S. Department of Defense — “Cyber Strategy” (2023/2024 editions). 
 https://www.defense.gov 
 Provides context for defense contractors’ cyber capabilities. 
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Public Reporting on Cryptocurrency-
Related Incident 

12. Newman, L. (2025). “Former L3Harris Cyber Executive Sold Zero-Day Exploits for 
Crypto Payments, DOJ Says.” 
 Wired Magazine. 
 (Reports on a Trenchant division executive illegally selling exploits and receiving 
cryptocurrency.) 

13. Whittaker, Z. (2025). “Ex-L3Harris Employee Pleads Guilty to Selling Hacking 
Tools to Foreign Buyer.” 
 TechCrunch. 
 (Details the exploit sale, cryptocurrency payments, and federal charges.) 

 

General Background Useful for 
Understanding Security & Crypto 
Intersection 

14. Anderson, R. (2020). Security Engineering (3rd Edition). 
 Wiley Publishing. 
 Foundational text on secure hardware design — relevant to understanding defense-
grade crypto modules. 

15. Narayanan, A., et al. (2016). Bitcoin and Cryptocurrency Technologies. 
 Princeton University Press. 
 Explains how cryptography and secure hardware principles apply to blockchain 
systems. 
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